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Water Systems in the US

• 52,000 community water 
systems

• 16,000 wastewater systems

• Water industry is a Critical 
National Infrastructure (CNI)

• Survey: 15.8% of the 
systems experienced 1 to 4 
IT cybersecurity incidents 
over 12 months. 4.7% 
reported 1 OT cybersecurity 
incident over 12 months.



Water Systems IT in the US : Issues

• Major challenges
• Awareness of threats and 

best practices
• IT and OT identification and 

remote access control
• Lack of cybersecurity 

training and workforce
• Economic disadvantages

• In sum, the national 
systems are in dire need 
of cybersecurity 
improvement capabilities



Cybersecurity Incidents
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The lifecycle of a cyber-attack



ATT&CK Matrix



Our work: Cyber Threat Hunting

• Cybersecurity labs discover new threats

• The details released as Threat Intelligence Reports

• Structured reports OpenIOC, STIX, MISP

• Unstructured: Natural Language Description

Enterprise question: Has my enterprise been the target of

this threat?

• State of the art: Looking for fragmented Indicators of

Compromise (IOC)

• hash values, file/process names, IP addresses, domain names

• Very fragile



• Modeling Threat Hunting as

finding an embedding of a

query graph in a much larger

provenance graph

• Gp : audit logs modeled as a 

graph

• Gq : attack behavior modeled as a

graph

• Both labeled, typed, and directed

• Inexact matching
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Automate Approach to Threat-Hunting: 
(USENIX 2017, IEEE S&P 2019, CCS 2019, ESORICS 22, ICICS 22)



Call for Action

• Pilot cyber-threat hunting project 
• Partner with utilities on  cybersecurity

• We have the ”pilot ready” solution 

• Need operational environment partner for pilot

• Next stage to be pitched to US federal funding (DARPA, NSF, DOE)
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